
Tips for Promoting Test 
Security When Remote 
Proctoring

There are many ways students try to artificially inflate how they perform on exams. This leads to invalid 
and uninterpretable results. Elsevier’s HESI exams protect the validity of tests and scores with advanced 
technology, such as secure browsers, and by partnering with vetted remote proctoring vendors like  
ProctorU. These partnerships allow us to work together to prevent collusion and academic dishonesty  
and to ensure students’ scores reflect their true abilities.
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Promote Virtue
• Encourage students to strive for excellence and integrity.
•  Discuss the honesty and integrity required in the field as a practicing health care provider.
•  Use peer mentors for modeling behavior and encouraging personal accountability.

Set the Stage
•  Let students know what to expect and what will be expected of them (i.e., supply explicit etiquette information and 

provide guidelines on behavior, material, and technology that is and is not allowed before, during, and after testing).
•  Use remote proctoring partners like ProctorU who establish computer requirements and enforce any other 

regulations required by the school.
•  Limit pressure to cheat by making exams count for part of a grade, but not too much.

Squelch the Opportunity
• Set rules about what items students can have with them during testing and communicate with students using  

tools available from vendors like ProctorU.
• Remind students that having a strong internet connection and a working webcam and microphone are required  

for remote proctoring.
• Have a testing policy and plan that includes details like order of versions, time between tests, and what to do if  

a student misses an exam.

DETERRING BEHAVIOR  

Use a longitudinal line graph that shows students throughout matriculation
• Graph all students and all exam scores.
•  Unexpected student performance (i.e., like a low-ability student who gets a near perfect score) can indicate that more 

information is needed before scores can be considered valid.
•  Unexpected student performance (i.e., like a group of students whose scores are dramatically higher than classroom 

performance indicates) can indicate that more information is needed before scores can be considered valid.
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Create policies that are clear, concise, and define specific consequences.

Circulate & socialize policies to administrators, faculty, and students.

Punish violators consistently, quickly, and according to policies.
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CONCLUSION

Using tips and strategies like these, faculty can assess policies and practices and find ways to encourage integrity and 
discourage collusion and other improper behavior. 

Additionally, by having administrators, staff, faculty, and students talk about integrity and academic honesty, these topics 
are brought to the forefront and become part of the culture. Another idea for integrating these ideas into practice is to 
offer incentives such as rewarding good behavior with a leadership role like peer mentoring which has the added benefit of 
helping to encourage integrity and academic honesty. Programs where administrators, staff, faculty, and students are all on 
the same page and invested in academic honesty will thrive and cultivate excellent nurses.

Use a histogram of students’ scores on an exam (compared to national performance)
• Secure assessments yield the most accurate measurement of students’ abilities. Scores from secure assessments  

are vital for helping faculty and students identify weaknesses.
•  Graph average student scores on categories within an exam (or multiple exam scores).
•  Unexpected performance (i.e., like average scores near the national mean for a struggling cohort) can indicate that more 

information is needed before scores can be considered valid.

Use a control chart to compare the current cohort to a past cohort or national performance
•  Graph the individual student scores from the current cohort on the exam in question on top of performance by a 

comparison group. Use mean and +/- one, two, and three standard deviations from the mean to set-up the comparison.
•  Using the normal bell curve and intelligence testing as an example, a student who scores two standard deviations above 

the mean might be considered gifted (definitions vary). Similarly, in an average classroom, with a variety of different 
ability students, expect most students to perform within +/- two standard deviations of the mean, particularly since the 
mean and standard deviation were computed from a comparison sample. So, scores from average or poor students that 
are two or more standard deviations above the mean are aberrant and require additional information to validate.
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